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EVER-CHANGING EVIDENCE: ByLock

A stallholder woman in Aksaray was detained over being alleged ByLock user.

The unprecedented mass arrest campaign which started immediately after the 2016’s
tailed coup attempt continues. According to the last figures given by Suleyman
Soylu, Internal Affairs Minister, only in 2017, 48.305 people have been arrested and
as of 5 January 2018 twice as many people had been taken into custody. It is
estimated that over ten thousand people have so far been released after spending

some time in detention.

ByLock, an encrypted online messaging application, has emerged as the Turkish
government’s favourite tool throughout mass arrest campaign which targeted critics
of its policies. AKP officials claim that BYLOCK has exclusively been used by the
members of the Glilen Movement as a secret communication tool. The government

claims that anybody who might have downloaded it is in fact a “terrorist.”



A. WHAT IS BYLOCK?

ByLock is an encrypted i-message app that provides written and voiced
communication between its users which was downloadable via Google Play Store,
Apple Store and some other online markets. According to a report prepared by
FOX-IT, a Netherland based prominent forensic IT company, BYLOCK only
from Google Play Store itself was downloaded more than a hundred thousand

times.

Date Total installs

22 April 2014 50+

24 April 2014 100+

4 May 2014 1,000+
20 May 2014 5,000+
1June 2014 10,000+
24 Aug 2014 50,000+
19 Jan 2015 100,000+

Table 2. Google Play Store installation statistics on ByLock application

The US-based think tank Freedom House, which in its “2017 NET
Freedom” report has listed Turkey among the countries in which internet freedoms
are restricted most, stated that tens of thousands of Turkish citizens have been
arbitrarily detained for their alleged use of the ByLock application. “Despite a lack
of evidence, and the arbitrary nature of the blanket arrests, numerous users have
been deemed guilty by association for simply downloading the app.” the report

concluded.



B. TIMELINE OF BYLOCK
1. WHEN HAS THE BYLOCK APP BEEN IN SERVICE?

According to the Fox-IT report, ByLock was in service between 14 March 2014 and

19 February 2016.

14 March 2014 At this date, it was observed that ByLock.net resolved to IP
address 184.168.221.39 hosted by godaddy.com

18 March 2014 At this date, it was observed that ByLock.net resolved to IP
address 184.168.221.39.

31 March 2014 At this date, it was observed that ByLock.net resolve IP address
was changed from 184.168.221.39 to 69.64.56.133

29 April 2014 - Between these dates, it was observed that IP address

10 August 2014 69.64.56.133 was hosted by serverdyou-inc.

4 August 2014 At this date, it was observed that ByLock.net was last resolved to
IP address 69.64.56.133

10 August 2014 — Between these dates, it was observed that IP address

12 March 2016 46.166.160.137 was hosted by uab-cherry-servers

14 August 2014 At this date, it was observed that the ByLock.net hosted on IP
address 69.64.56.133 and was changed to IP-address
46.166.160.137

19 February 2016 At this date, the last activity was observed for IP address

46.166.160.137

Timeline for ByLock Server



2. WHEN DID THE TURKISH GOVERNMENT AND JUDICIARY
BECOME AWARE OF BYLOCK APP?

Turkey’s National Intelligence Agency said in its press statement that all findings about BYLOCK
app and the raw data compiled with intelligence effort were shared with judicial, security and other

authorities on 2016 May.

‘AA‘ Tlrkiye dinya ekonomi spor Kkilltlir sanat analiz haber Iinfografik fotograf video +d

Agiklamada, sunlar kaydedildi:

"Adil Oksiiz, Milli Istihbarat Teskilatinin terdr érgiitli igerisindeki kaynadi olmamistir ve Milli istihbarat
Tegkilatina ¢aligmamigtir. Adil Oksiiz'in nasil serbest kaldigi konusu yarginin igi olup, ilgili makamlar
tarafindan gerekli sorusturma ve takibat yagdmaktadie Byl ock programinin ¢oziilmesi, FETO/PDY'nin
¢okertilmesinde, iligki aginin degifre edilmej ¥y f X plannin devletten ayiklanmasinda kullanilan
dnemli kaynaklardan biridir. |stihbari galigmalar neticesinde elde edilen ByLock'a iligkin tespitler, Mayis 2016
tarihinden itibaren ¢aligmaya konu ham verilerle birlikte adli makamlar, gvenlik birimleri ve diger ilgili
makamlarla eg zamanli olarak paylagiimigtir.

Press statement of Turkish INTEL (MIT)

3. WHEN WAS THE FIRST ARREST MADE ON GROUNDS USING /
DOWNLOADING BYLOCK APP?

Although ByLock was taken off service by its owner on 19 February 2016, almost 4 months before
the failed coup, the AKP government immediately after the failed coup attempt said that it was
used by the putschists. The first arrests based on ByLock usage were made on 20 July 2016, only

4 days after the coup attempt.

Tutuklama ve gézaltilar devam ediyor... - Dha
www.dha.com.tr/tutuklama-ve-gozaltilar-devam-ediyor-_1285166.htm| ~

20 Tem 2016 - 15 Temmuz darbe girigiminin ardindan baslatilan FETO/PDY sorusturmasi kapsaminda
Bursa'da gorev yapan 1'i emekli, 9 emniyet amiri, Terorle Micadele Subesi ekipleri tarafindan yapilan
operasyonda gézaltina alindi. Gézaltina alinan 9 siipheliden 1'inin, FETO mensuplannin haberlestigi
‘ByLock' programini kullandigs ...

fetdé/pdy operasyonu Haberleri - Son Dakika 23 - Elazig Haberleri ...
www.sondakika23.com/3196-feto-pdy-operasyonu-haberleri.html| ~

24 Tem 2016 - Adiyaman merkezli 4 ilde FETO/PDY operasyonu. Elazi§ merkezli 9 ilde 'ByLock’
operasyonu: 10 gézalti ... FETO'niin gaybubet evlerine operasyon: 9 gézalti. Malatya'da FETO/PDY
operasyonu: 6 tutuklama ... Malatya'da FETO/PDY operasyonu. Adiyaman'da 6gretim gérevlilerine
yonelik FETO/PDY operasyonu: 23 gbzalt: ...

Dogan News Agency reports an arrest made on grounds of using ByLock on 20 July

2016.



Since then ByLock has been the primary evidence in dismissing, arresting and convicting those
who do not agree with the AKP rhetoric. Turkish Constitutional Court and the Court of Cassation
has also decided, contrary to their previous decisions on digital evidence, that using or
downloading ByLock was enough evidence to convict a person of membership to an armed

terrorist organisation even in the absence of any other evidence.

4. THE EVERCHANGING FIGURES AND CRITERIAS
4.a. 2016 SEPTEMBER - OCTOBER | THE NUMBER OF BYLOCK
USERS IS 225.000

On 2016 September, Faruk Ozlu the then the minister of Science and Technology said that there
were 215.000 ByLock users and on 2016 October Veysi Kaynak the then deputy Prime

Minister said that 18 million messages were obtained and that the process of decrypting them was

underway.

The two statements above show that as of 2016 October,

e The government and judiciary had a ByLock user list which included IDs of some 215,000

people and data which included 18 million messages albeit some of them still decrypted.

e Work was underway for the decryption and examination of the digital evidence obtained.

4.b. 2017 APRIL |THE NUMBER OF BYLOCK USERS IS 122.000

Bylock'ta renklendirme kaldirildi

FETO/PDY nin kriptoli haberlesme programi olan 'ByLock'u kullanan 122 bin stphelinin kimliginin belirlenmesinin
ardindan, kullanicilarin 'kirmizi, turuncu, mavi' olarak siniflandiriimayacagi, tim gipheliler igcin gozalti olacagi ve
yargilama sirasinda mesajin igerigine bakilacagi 6grenildi

| £EVECM e Begen 0 m G+ Haberi Kopyala 10 Nisan 2017 17:22
B Yazdir

As from 2017 April, pro-government media started to say that “the number of ByLock users was

122,000 and all of them would be taken into custody without exemption.
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On 7 April 2017, Karar, a pro-government daily, published a story which said that:

1) MIT, the Turkish intelligence agency, had created a new and sensitive inquiry screen,
i) by a double confirmation system any incorrect findings had been eliminated
1if) an investigation had been launched by the Ankara Prosecutorial Office to establish those who

were responsible of the incorrect findings in question.

4.c. 2017 JUNE | THE NUMBER OF BYLOCK USERS IS 102.000

102,000 suspects accused of
Giilen links are ByLock users,
Turkish communication
authority says

ANKARA

AA photo

Turkey's Information and Communication Technologies Authority (BTK) has said that it
analyzed various messages of 102,000 suspects accused of being members of the
Fethullahist Terrorist Organization (FETO) and determined that they were sent through
ByLock, the group's encrypted messaging application, Sabah daily reported on Junc 26,

“A list of 102,000 people has been sent to us from courts. We have prepared reports and
met the demands of the courts one by one, whichever court has the investigation files of
these people on the list,” Omer Fatih Sayan, the head of BTK, told the daily.



On 2017 June, Omer Fatih Sayan, the head of the BTK (Information Technologies Agency) said
that “a list of 102,000 people has been sent to us from courts. We have prepared reports and met
the demands of the courts one by one, whichever court has the investigation files of these people
on the list. By exposing the records of which days, where and how many messages the names on
the list, which the courts have sent us, exchanged correspondences, we have confirmed that they
have used ByLock. Those on the ByLock list therefore have no excuse left. By getting detailed

records of their correspondences, we have once again determined that they have used ByLock.”

4.d. 27 DECEMBER 2017| 11480 PEOPLE WERE MISTAKENLY
PROSECUTED | 90500 BYLOCK USERS ARE LEFT BEHIND

Turkish Prosecutors Say 11,500 Mistakenly
Investigated For ByLock Use

According to the state-run Anadolu News Agency, The Ankara Chief Public Prosecutor’s Office
on 27 December 2017 stated that 11,480 GSM users had been found to have been involuntarily
directed to the mobile phone application ByLock.

The prosecutor’s office said that “the legal status of the 11,480 mobile phone users would be re-
evaluated”. Yiksel Kocaman, Ankara’s Chief Public Prosecutor, said; “Nearly a thousand people,
who were found to have been directed to ByLock through Mor Beyin application, have been in
jail in different provinces,” and added; “They will be released unless there is other evidence against

them.”
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It thus became clear that 11,480 of the 102,000 people which were included in a list sent to

the judicial authorities by the BTK and MIT in June 2017 were not ByLock users after all.

After 11.480 people eliminated from the list of 102,000, 90.500 alleged ByLock users are left
behind.



4.e. 3 JANUARY 2018 |MILLIYET DAILY: TURKISH INTEL, MIT IS
REINSPECTING THE BYLOCK USERS LIST FOR THE POSSIBLE
30.000 MISLEADING FINDINGS

2 Milliyet.com.tr Son Dakika Yazarlar Siyaset Ek

"MAGDUR SAYISI 11 BIN 480 RAKAMIYLA
KALMAYACAK”

Magdur sayisinin 11 bin 480 kigiye sinirli
kalmayacagini 6ngérdigini belirten Aktasg,
"102 bin ByLock kullanicisi MIT tzrafindan
tespit edilmigti. 11 bin 480 kisi distu suanda
60 bin Gzerinde Bylock kullanici en az bir defa
mesaj atmig veya gondermis kisi var. 40 bin_
civarinda da siipheli var Milli Istihbarat
Teskilati en az 30 bin kigiyi daha yeni bagtan
inceliyor. Bunlarin igerisinde de muhtemelen
IP kayitlari, operator hatalar ve bagka hatalar
nedeniyle yanliglikla Bylock havuzuna dahil edilen kigiler varsa bunlari da gikaracak. Magdur
sayis! 11 bin 480 rakamiyla kalmayacak” ifadelerini kullandi.

Fiili ByLock kullanicisi olanla olmayan ayrigtirilana kadar devletin galigmalarini siirdirecegini
sozlerine ekleyen Avukat Aktag,konugmasini goyle slrdirdl; "Caligmalar kapsaminda BTK
verileri incelenecek. Namaz Vakti, pusula gibi programlarin biraz daha incelenmesi gerekiyor.
Bu yeni 11 bin 480 rakami Agustos Eylll arasi Bylockcular: kapsiyordu. Benim br mivekkilim
3 IP ile suanda tutuklu. Dolayisiyla 2015 Aralik ayina kadar Mor beyin tuzaginda oldugu gibi
yine tuzaklanmig, hatayla BylLock tespiti yapilmig, tutuklu veya adli iglem yagayan insanlar
Var. 2016 Subatinda bitti bu yapinin Bylock kullanimi Eger 2016 Subat'ina kadar varsa Aralik
2014 ile Eylll 2014 ve 2016 Subat araliginda hatali Bylock kullananlarn devlet gikaracak,
gergek kullanicilarla gergek kullanici clmayanlar ayiklayacak.”

4 January 2018, Milliyet Daily: Findings about 40.000 people are doubtful, 11.480 of them

were eliminated from ByLock list. Reinspection goes on for the remaining.

In the light of the new information, Turkish intelligence has started reinvestigating at least 30,000
people it formerly believed to have been accessing a mobile messaging application called BYLOCK

pro-government newspaper Milliyet said .

On 3 January 2018, lawyer Ali Aktas said that the findings about 40,000 people are dubious and
that 11.480 people had been removed from the list and a re-evaluation of data concerning another

30,000 was underway.
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4.i. | AUGUST 2016 — APRIL 2017 | Three-Color Categorisation: Red, Blue,
Orange USERS

Between 2016 August and 2017 April, Turkish intelligence, police, and judiciary used a “three-

color categorization system” devised by MIT.

ByLock'un ti¢ renk olmasinin nedeni

Y| ortaya cikti
¥ yag

ByLbck icin3 kategorili ‘soru§turma
baglatildi

DHA
27 Exim 2016 Pergembe

istihbarat, FETO'niin de kullandi sifreli haberlesme ByLock’u mercek
altina aldi. Kullanmicilar kirmizi, turuncu, mavi diye listelendi

0] - JOO/0/0/00/0
:

Kullamalar kirmizi
turuncu, mavi diye
listelendi!

iste renklerin
anlamlari...

izmir'de Fethullahg Terdr Orgiitii / Paralel Devlet
Yapilanmasi'nin (FETO/PDY) 15 Temmuz'daki darbe girisimine
iliskin, 267 sanik hakkinda hazirlanan bin 300 sayfalk
iddianamede, dikkat ¢eken yeni ayrintilar ortaya

gikti. iddianamede, ByLock'un mavi, turuncu ve kirmizi seklinde
li¢ renk Gzerinden tanimlanmasinin nedeni de 6grenildi.

In the three-color categorization system, ByLock users were sorted into categories as red,
blue and orange;
e Red: User and its user id has been established, the margin of error is between 0.1
and 1 per cent.
e Orange: Although the identity of the user has been determined, his user id could
not
e Blue: Possible user, actual usage can neither be confirmed nor ruled out.
KIRMIZI LISTE: Listelerde kirmizi olarak isaretlenen kigilerin uygulamay kullandig teyit

edildi. Kullanici kimlikleri de belirlendi. Hata payinin en az oldugu kirmiz: listede hata

tespit oraninin ylizde 1 ile binde 1 oraninda olacag: kaydedildi.

TURUNCU LISTE: Listelerde turuncu olarak isaretlenmis kisilerin uygulamay: kullandig
belirlendi. Kiginin uygulamaya ait hangi kimligi kulandiginin tespitine imkan verecegi

veri elde edilemedi.
MAVI LISTE: Bu listede yer alan kisilerin uygulamayi kullanmis olabilecekleri

degerlendirilmekle birlikte teyit ve tekzip etmeye imkan saglayacak dl¢iide veri kaydi

elde edilemedigi yer aldi.
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4.ii. | AS FROM 2017 APRIL| The Three-colour Categorisation was
Abolished, The Three-time Log-in Criteria is in effect. (updated)

Bylock'ta renklendirme kaldirildi

FETO/PDY nin kriptoli haberlesme programi olan '‘ByLock'u kullanan 122 bin siphelinin kimliginin belirlenmesinin
ardindan, kullanicilarin ‘kirmizi, turuncu, mavi’ olarak siniflandiriimayacagi, tim gdpheliler icin gozalti olacagi ve
yargilama sirasinda mesajin igerigine bakilacagi 6grenildi

Eieoves EE=T o | HavenKopyaia 10 Nisan 2017 17:22
BY&ZGIF

10 April 2017; The Colouring (three-colour) Criteria was abolished.

In April 2017, the Pro-government media claimed that, “the Three-color categorisation” was
abandoned and ByLock users list was amended according to “minimum three logins criteria” and

a new list of 122,000 people had been sent to judicial bodies.

FETO davalarinin dayanaklarinin basinda gelen, érqitin kriptolu haberlesme
programi BylLock ile ilgili yeni bir adim atildi. Daha 6nce kirmizi, turuncu ve mavi
kategorilere gore yapilan dedgerlendirmede farkli bir metot gelistirildi. Sabah'in
haberine gore, suphelilerin programi telefon ya da tablete indirip en az 3 kez
kullanmig olmalan yeterli sayilacak. Bunun "Programi indirmdim ama kullanmadim®
seklinde yapilan savunmalardan dolay: duzenlendigi belirtildi.

Pro-AKP daily Sabah says that those who used three-times will be considered as ByLock

Mmmwumermmmmmmumumn
yOntemlerinin birlikte kullammimi igeren detayli ve emek yofun analiz c¢alismalanm

Gergeklegtirilen titm ¢aligmalar, eldeki veri, bilimsel ve istihbari analiz metotlan ile
igletmeci kaynakh veriler kullamiarak gergeklestirilmistir. Elektronik haberlesme sektdriinde
hizmet veren operatdrierin, dncelikle tabi olduklan Bilgi Teknolojileri ve iletisim Kurumu
mevzuat1 kapsamunda vermeleri gereken bilgi ve belgeyi “dogru™ ve “noksansiz” sekilde
vermeleri gerekmektedir. Opeuﬁrmileﬂmsdmunkvebnruh;nvai?oﬁzﬂmn:mmmk

ata verification and consistency »

» wvantemleri imkanlar nispetinde kullamlarak, bu asamada, soz xonusu uyguiamamn

* methods were used within the bounds of possibility W=

ulisoiaygs degerfendinion soonets Sugiecne ubmimmgtr. S8z koousa uygulamsye, farkh
. en az Og glinde erisen aboneliklér listeye dahil edilmistir. Bu kapsamda 102192 farkls kimlik *
numarasina (ki bazi kimlik numaralanmn yanhy ve sahte oldugu gorillmektedir. ) ait 123.115
GSM abonelifi ve 6748 ADSL sboneligi listesi Ek-1de sunulmugtur. GSM aboneliklerine ait
” kayit bilgilerinde yer alan kimlik bilgileri ile s6z konusu GSM numarasmn gergek
kullamicisiiin baz: durumlarda farkhihik arz edebileceginin, ADSL aboneliklerinde ise aym
Mwmm'ﬂﬁmwwomﬂ@mm

alinmasina ihtiya¢ bulunmaktadar.

Turkish Intel says in its report that those who have IP traffic with ByLock server at least

3 different days were listed as ByLock user.
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C. BYLOCK, AS REGARD TO EVIDENCE INTEGRITY AND
AUTHENTICITY
1. IP Convergence (updated)

The main method through which ByLock users are identified is monitoring the respective IP traffic
of suspects. If a suspect is found to have accessed to any of the ByLock servers, he is defined a
ByLock user and charged and subsequently indicted for being a member of an armed terrorist

organisation.

412 Application servers and the Bylock.net domain

The first finding that MIT presents in section 3.2 is that only IP address 46.166.160.137 had been used for bylock.net
in the period from 1 September 2015 to 9 October 2016. MIT identified nine different IP addresses by work conducted in
connection with a self-signed SSL certificate issued in the name of “David Keynes”. Fox-IT performed research on the IP
addresses and domain names used by BylLock in order to verify the findings.

Fox-IT has performed a search for IP addresses that hosted an SSL certificate with common name “David Keynes” using
PassiveTotal*, This resulted in the following 10 IP addresses:

.166.160.137
.166.164.176
.166.164.177
.166.164.178
.166.164.179
.166.164.180
.166.164.181
.166.164.182
.166.164.183

&5 8868888 8

This method of identifying ByLock users through their respective IP addresses is not reliable as
Turkey telecommunication operators and particularly Avea and Turk Telekom do not provide

static IP service which means that the same IP number can be appointed to different customers.

As revealed by Ahmet Takan, a Turkish journalist, this is called “IP Convergence” and when it
was first noticed by Turkish security authorities in 2016 October a circular was promptly sent to

relevant authorities warning them of the IP Convergence issue.
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The notice (above) dated 14 October 2016 says that:

ByLock users through examination of their respective IP traffic.

connect to the same mobile base station.

therefore not be an actual ByLock user.

The MIT list dated 3 September 2016 included 18,074 individuals which were identified as
Mobile phone operator AVEA appoints same IP number to each and every device which

Anybody who have accessed to the ByLock server less than 20 times might
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Sirketimiz sistemlerinde, GSM numaralarina internet servisi kullamimlarinda tek bir sabit

IP atamasi yapilmamaktadir. Internet kullamimina bagh olarak mobil sebekede bulunan IP

4_.ha\(uzu icerisinden abonelere dinamik olarak IP-Port atamasi yapilmaktadir. Yazimizda
selirtildigi Gzere genis tanimh bir tespit yapmak mamkiin olmamaktadir.

GSM numarasina ait IP tespiti igin tarih ve saat bilgisi, IP kullamim bilgisi icin ise IP
numarasi bilgisinin yam sira tarih saat ve PORT bilgisi gerekmektedir.

Abonelerimizin internet servisini kullanimi esnasinda sistemlerimiz, sanal IP adreslerini
gercek IP adreslerine donustiirerek internet erisimini saglamaktadir. Altyapimiz geregince,
herhangi bir zaman arahifinda tek bir gergek IP, birbirinden farkl sanal IP adreslerine sahip cok
sayida farkh aboneye hizmet verebilir. Bu durumda sanal IP adreslerine sahip aboneler arasinda,
doniigiim yapilan aym gergek IP adresine ait kaynak kullanima, gergek IP adresinin belirli bir port
arahgmn ilgili sanal IP adresine atanmas: ile yapilmaktadir. Her gergek IP adresi igin gok sayida
farkh “port arahig1” yaratilarak es kullamim yapan sanal IP adreslerine atanmir. Dolayis: ile sadece
gergek IP ve zaman bilgisi ile yapilan sorgulamalar, kullanim yogunluguna bagh olarak ilgili
‘zaman bilgisine ait farkh abonelere isaret edebilir. Sorgulamanin kesinligi acisindan tekillik
saglayici bilgi “IP adres + Port Numarasi + zaman bilgisi” u¢lusudur.

Bilgilerinize arz ederiz

Adli Yazismalar Yetkilisi
) Ilhan SAYALI

An official notice by the telecom operator Turk Telecom.

In an official notice, the telecom operator Turk Telecom says that “given the numerous

customers use the same IP address at the same time, misleading results can arise from IP

address based queries.”
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2. IP Routing

Two independent forensic experts have found out that users of eight different smart phone apps
were being routed to ByLock servers as a result of some random pop-up advertisement. A review
of the matter has subsequently revealed that at least 11,480 individuals had been routed to ByLock

servers as a direct result of the said 8 applications.

On December 2017, Ankara Chief Public Prosecutor conceded that 11,480 people, over a

thousand of whom had been arrested, were wrongly prosecuted as ByLock users.

«Milliyel.com.tr Son Dakika Yazarlar Siyaset Ek

“MAGDUR SAYISI 11 BIN 480 RAKAMIYLA
KALMAYACAK”

Majdur sayisinen 11 bin 480 kiglye simirk
kalmayacagn Sngrolgund belinen Aktag,
"102 bin ByLock kullamcisi MIT terafindan
tespit edilmigli. 11 bin 480 kigi digti guanda
60 bin izerinde Bylock kullamc: en az bir defa
mesa| atmig veya gindermis kisl var, 40 Din,
Gannda da siioheli var Milk Istinbarat
Tegkilat en az 30 bin kKigiyi daha yeni bagtan
inceliyor. Bunlann igerisinde de muhtemelen
IP iayitian, operatir hatalar ve bagka hatalar
nedaniyle yanhghila Bylock havuzuna dahil edien igiler varsa bunian da ¢ikaracak, Magdur
sayssi 11 bin 460 rakamryla kaimayacak” ifadelerni kulland:.

Fili Bylock kullamicis: olania olmayan ayngbniana kadar devietn calgmalann: sGrdirecegini
stzlenne edeyen Avukat Aktag konugmasin goyle slrdurdl; "Caligmalar kapsaminda BTK
verileri incelenecek. Namaz Vakt, pusula gity programiann biraz daha incelenmesi gerekiyor
Bu yeni 11 bin 480 rakam Agustos Eyiil aras: Bylockgulan kapsiyordu. Benim br mivekkiim
3 1P ile guanca tutuidu. Dolayisiyla 2015 Aralik ayina kadar Mor beyn tuzaginda cldugu ghbi
yine tuzaklanmg, hatayla Byl.ock tespitl yapiimig, tutuidy veya adll iglem yagayan insaniar

inda Dilll Bu yapnin oy wullanimi Eger 2016 $ubat'ina kadar varsa Aralik
2014 ile Eyill 2014 ve 2016 Subat arahiginda hatal: Bylock kullananian deviet gkaracak,
gergek kulanicdaria gergek kulanic: clmayanian ayklayacak.”

On 3 January 2018, Milliyet Daily reported that although 11,480 individuals had so far been
removed from the BYLOCK list, the circumstances of another 30.000 people who had been

included in the same list were being reviewed.
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3. DELAYED FORENSIC EXAMINATION
On 6 October 2016, Veysi Kaynak the then deputy Prime Minister said that 18 million messages

had been obtained and they were being decrypted. This statement shows that the Turkish

Intelligence Agency had obtained ByLock data on or before 6 October 2016. But then it was
revealed that MIT sent the said data to judicial authorities on 9 December 2016. That means MIT
in two months had managed to decrypt and process the digital evidence which included at least 18

million messages.

On the other hand, the MIT should have duly passed the obtained data to the judiciary as is and
without delay for them to carry out their own evaluation. Although the processing of the data by
MIT and its consequent late delivery to the authorities raises some serious questions as to the
integrity and authenticity of the evidence submitted to the authorities, this is not the only
problematic point in this matter. Another very serious issue which concerns the integrity of the
ByLock evidence is the disintegration of the digital evidence and carrying out of forensic
examination (forensic image taking) as two separate processes on two separate dates (9 December

2016 and 24 March 2017).
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Neither the judicial authorities nor the defendants know:

e How was the digital data regarding BYLOCK saved until 9 December 2016 and 24 March
2017?

e Why was the digital evidence disintegrated?
e Was the digital data corrupted by the Turkish INTEL (MIT)?

e Were measures were taken to preserve the authenticity of the digital evidence while MIT

processed it?

e Why was forensic image taking not carried out as soon as the data was obtained from

ByLock servers?
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4. PRECEDENT DECISIONS OF TURKISH COURTS AS TO
DIGITAL EVIDENCES AND INTELLIGENCE INFO

In its decisions regarding the cases called Balyoz, Ergenekon, Poyrazkoy, Izmir Espionage, the

16th Circuit of the Turkish Court of Cassation has consistently underlined following:

the copy of (forensic) image of digital evidences must be given to the defendants,
e the forensic image of digital evidences must be taken in situ,

e the original copy of the digital evidence must be left to the suspect after its image was

taken,

o if the image taking in situ is not possible because of technical obstacles such as encryption:
1. the seized digital evidences must be sealed ii. the process to unseal and image taking must

be done in the presence of the defendant of his / her legal counsel;

e independent forensic experts’ examination must be done to check the authenticity of the

digital evidence.

“In criminal proceedings, evidence must be by the law and must be obtained with methods by the
law. In order to be able to conduct a fair trial and to be able to evaluate the findings collected
during the investigation (and prosecution) as evidence; the digital data obtained from suspects (or
defendants) must be collected in accordance with the technical requirements set by the law, and
must be submitted to the judicial authorities in a complete, uncorrupted state. It is the intention
of the Legislator to arrange Article 134 of the Criminal Procedure Law (CMK) in detail. Since the
fact that external intervention to the digital evidence is technically feasible and that it is often not
possible to determine by whom the intervention was made, it is necessary for the safe confiscation
and examination to leave the original media to the suspect after its image was taken in the
situ... Under the articles 2/e and 161 of the Criminal Procedure Law (CMK - No:5271) and
the article of annex-6 of the Law as to Duties and Authorities of Police, The law
enforcement agent who learns a situation that implies a crime was or is being committed
should immediately inform the public prosecutor and proceed the investigation under his
orders. The proceedings without a legal search warrant or proper judicial order are considered as

2

illegal.” is said in decision of the 16th Circuit of the Turkish Court of Cassation regarding

Ergenekon case.
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In its precedents (2013/2312, 2013/7800, 2014/253), the Turkish Constitution Court has

consistently decided that withholding the copy of the digital evidence from defense is the violation

of the principle of equality of arms and the right to fair trial.
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According to the Turkish Laws and particularly the law as to duties and authorities of the
Turkish INTEL (MIT), the Turkish INTEL (MIT) has law enforcement authority only
the cases regarding the espionage and counter-espionage; it has no authority on the
terrorism-offences related cases. Therefore, Turkish Police adds a warning notice to all its

reports on BYLOCK that says “since the information compiled from the BYLOCK inquiry

module is intellicence info, don’t have legal evidence qualification... itself does not

constitute the ground for administrative and judicial procedures.”
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D. CONCLUSION

Under above mentioned the facts, we can say without hesitation that

1. The delayed and disintegrated forensic authentication of the digital data related the BYLOCK,

ii. Obtaining the digital data / evidence related with BYLOCK app without order and oversight

of a judicial authority,

ili. Processing the digital data / evidence related with BYLOCK app before a forensic

authentication (under a judge’s warrant),

makes it less than an impropetly obtained evidence, and shades doubts over its authenticity thereby

depriving it of the legal evidence qualification.

The ever-changing arguments about the ways in which it was obtained, processed, evaluated, and
shifting claims about the facts about the evidence such as the number of persons and messages;
the unwillingness of the prosecutors to share the evidence with the defendants, together with the
law enforcement agency’s warning that the data cannot be a basis for judicial procedures create

doubts of fabrication, alteration or corruption of the data.

Also, withholding the copy of the digital data/evidence related with BYLOCK app from
defendants and their counsel both casts a thick and reasonable shadow on the evidence and

constitutes the violation of the right to fair trial.

BYLOCK is not legal evidence but a pathogen that is contaminated to the Turkish Judiciary by
the Turkish INTEL (MIT). The only possible remedy for this contamination is quashing the all

decisions to convict that grounds on the BYLOCK and trying defendants by the right to fair trial.

END.
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